
Study Period Report 

Privacy Engineering Framework (PEF) 

Rapporteur : Antonio Kung 
Co-rapporteur: Mathias Reinis 

April 13th 
2016 

ISO/IEC JTC1/ SC27/WG5/SP Privacy Engineering Framework Tampa 1 



Outline 

 Reminder on TOR 

 Jaipur 2nd Call for Contribution 

 Overview of Contributions 

 Options for continuation 
 NWIP on TR Privacy Engineering 

 Others 

 Discussion 

 Conclusion 

 

April 13th 
2016 

ISO/IEC JTC1/ SC27/WG5/SP Privacy Engineering Framework Tampa 2 



Reminder on TOR (Kuching) 

 Taken into account 
 ISO/IEC 29100, 29101, 29134, 27034 

 ISO/IEC 42010 (instead of 42001), 15288, 12207  

 CNIL methodology for privacy risk management 

 NIST Interagency Report on Privacy Engineering (draft forthcoming) 

 PRIPARE project methodology 

 OASIS Privacy Management Reference Model and Privacy by Design 
Documentation for Software Engineers 

 EDPS Internet Privacy Engineering Network 

 MITRE Privacy Engineering Framework 

 Centre for Information Policy Leadership research on Privacy Risk 
Management 

 Establish a Study Period to review the emerging field of 
privacy engineering starting in May 2015 and 
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Reminder on TOR (Kuching) 

 task the rapporteurs of the Study Period 
 to review privacy engineering terms, definitions, methodologies, 

frameworks, objectives, and principles to develop a high-level 
description of the privacy engineering process (taking into account 
the existing spectrum of models from traditional to agile models); 

 to review the relationship between privacy engineering and other 
privacy, security, and risk management standards, as appropriate; 

 to identify possible improvements to existing privacy impact 
assessment and management standards; 

 to potentially provide (a) New Work Item Proposal(s) and/or other 
input material to the Work Group, depending on the outcome of this 
assessment. 
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Further Contributions Requested (Jaipur) 

 Refine work on engineering 
 Requirements domain 
 Architecture roles and practice 
 Link with 15288 

 Quality management 
 Assurance 

 Taking into account assurance e.g. ISO 19608, 29190, Europrise privacy seals… 

 Supplier’s viewpoint 
 Cultural influence / Different legal domains 
 Further work on organisational support 
 Further work on lifecycle support 

 Includes Consent 
 Existing methodologies (e.g. NIST, OASIS, LINDDUN, CNIL,…) 

 Principles VS Specifics 

 Link to existing standards (29101,29191, 29134, 29151, HL7) 
 Role of supplier 

 Draft PEF 
 WG5 Roadmap 
 Consider other relevant aspects of WG5 (e.g. SP on privacy notice) 
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Contribution 1 (Japan) 

 Kouichi Ito 
 Reference: Ian Oliver,  Privacy Engineering 

 Three requirements viewpoints 

 Security requirements: e.g. storage encryption 

 Information Type requirements: e.g. credit card 
information, personal ID or session ID 

 Personal data requirements: e.g. child protected by 
COPPA 
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Contribution 2 (Pripare) 

 Requirements Engineering in Privacy Engineering 
 Use ISO 29149 as a reference  
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Contribution 2 (Pripare) 

 Requirements Engineering in Privacy Engineering 
 Use ISO 29149 as a reference 
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Contribution 2 (Pripare) 

 Requirements Engineering in Privacy Engineering 
 Use ISO 19608 (Security techniques — Guidance for developing 

security and privacy functional requirements based on ISO/IEC 
15408) 

 select and specify Security Functional Requirements or SFRs from 
ISO/IEC 15408-2 to protect PII 

 develop Privacy Functional Requirements or PFRs as extended 
components based on privacy principles defined in ISO/IEC 29100 
through the paradigm described in ISO/IEC 15408-2 
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Contribution 2 (Pripare) 

 Quality Management in Privacy Engineering 
 ISO 25010 (Systems and software engineering — Systems and 

software Quality Requirements and Evaluation (SQuaRE)) 
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Contribution 2 (Pripare) 

 Quality Management in Privacy Engineering 
 ISO 25010 (Systems and software engineering — Systems and 

software Quality Requirements and Evaluation (SQuaRE)) 
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Contribution 2 (Pripare) 

 Quality Management in Privacy Engineering 
 ISO 25010 (Systems and software engineering — Systems and 

software Quality Requirements and Evaluation (SQuaRE)) 

 Defines following stakeholders 

 Primary user: person who interacts with the system to achieve the 
primary goals. 

 Secondary users who provide support 

 Indirect user: person who receives output, but does not interact with 
the system 

 

 Does not cover data subject 
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Contribution 2 (Pripare) 

 Architecture in Privacy Engineering 
 ISO 42020 (Architecture processes) is a standard in development, can 

be used as a reference 

 ISO 42030 (Architecture evaluation) is a standard in development, 
can be used as a reference provided ISO 25010 is extended 

 Must cover the data quality management for privacy engineering  

 It would be of interest to include specific quality attributes to privacy 
engineering 

 minimization, enforcement, accountability and modifiability 
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Contribution 2 (Pripare) 

 Assurance in Privacy Engineering 
 ISO 19608 Security techniques — Guidance for developing security 

and privacy functional requirements based on ISO/IEC 15408 

 Not an standard for assurance but will help being prepare 

 ISO 29190 (Information technology – Security techniques -- Privacy 
capability assessment model 

 Could be used by organisation 
 
 

April 13th 
2016 

ISO/IEC JTC1/ SC27/WG5/SP Privacy Engineering Framework Tampa 

Usable for privacy engineering 

Need for guidelines and viewpoints in body of knowledge 

14 



Contribution 2 (Pripare) 

 Supplier Viewpoint 
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Contribution 2 (Pripare) 

 Cultural and Legal Influence on Privacy Engineering 
 Need for multidisciplinary body of knowledge 
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Contribution 2 (Pripare) 

 Enterprise Size impact on Privacy Engineering 
 ISO 29110 set of standards (Software engineering — Lifecycle 

profiles for Very Small Entities (VSEs)) 

 

 

 

 From first period 
 ISO 12207 - Software Life Cycle Processes 

 ISO 15288 - System Life Cycle Processes 
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Conclusion 

 Privacy Engineering can rely on many standards 
 Many can be just reused 

 Some might need extensions (e.g. 25010) 

 Supplier viewpoint missing 

 Multicultural viewpoint missing 

 

 

 Needs for 
 understanding privacy engineering 

 guidelines and viewpoint in body of knowledge 
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Proposed Options 

 NWIP: TR for Privacy Engineering 

 Others 
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Scope 

 Explains discipline of privacy engineering / Explain how to engineer 
capabilities for privacy beyond security 
 Privacy engineering ecosystem and terminology 

 Engineering for privacy 
 Privacy engineering as subdiscipline of engineering 

 Definition of actors and roles in the engineering of systems processing personally 
identifiable information (PII), 

 Measurable outcomes 
 Considerations on engineering privacy safeguards, taking into account ISO/IEC 

29100, ISO/IEC 29134 (draft) and ISO/IEC 29151 (draft) 

 Provides guidelines and viewpoints taking into account existing 
standards, on different aspects such as 
 Requirement elicitation 
 Risk analysis 
 Design and Architecture process 
 Quality management, Assurance 
 Education and personnel certification programmes (in accordance to ISO/IEC 

17024) 

 Examples of practice in a number of application domains 
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Understanding Privacy Engineering Context 
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Integrating Privacy Engineering 
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Towards Privacy Engineering Body of Knowledge? 

 Example of SWEBOK (Software Engineering Body of Knowledge) 

 https://www.computer.org/web/swebok/index 
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Discussion and Conclusion 
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Discussion and Conclusions 

 System engineering approach 
 Privacy engineering as a sub-discipline 

 Focus on (measurable) outcomes 

 Engineering: focus on the problems that the engineer has to solve 

 Problem with term 
 Privacy engineering 
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Conclusion 

 Concerns voice 
 Text book orientation 

 Unclarity of scope 

 Next action 
 Straw poll 

 Two persons unfavourable to the NWIP because scope is unclear 

 One person favouring to follow a text book path with the current scope 

 Delegates from 5 countries supporting the NWIP 

 Attempt to rework the scope 

 Clarify 

– Problem to solve 

– Target audience 

– What is out of scope 

 Outline with some examples 
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