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What is the PMRM?

An analytic tool developed to:

= enable the structured analysis of “use cases” in which
personal information (Pl) is used, generated, communicated,
processed and stored

= Support for applications, loT, Cloud, complex hyper-
connected systems, as well as smaller components of a
system

= show the linkages among data, data flows, PI, privacy [and
security] policies, privacy controls, privacy-enabling Services/
functionality, and risk

= achieve privacy by design requirements and compliance
across policy and system boundaries

= support multiple stakeholders



Why is the PMRM Important?

Makes possible a structured, privacy risk management analysis
in networked, interoperable services, applications and devices
across legal, regulatory and policy environments in multiple
policy and system domains

Serves as an “analytic boundary instrument” enabling all
stakeholders to contribute to and understand the privacy
implications of complex use cases - usable by program
managers, privacy officers, business owners, IT architects and
developers, etc.

Exposes the components of privacy management in complex
environments where risk analysis is often stove-piped and
compromised, such as cloud computing, health IT, smart grid,
social networking, federated identity, Internet of Everyone and
Everything (loT), etc.

Valuable tool for Privacy by Design (PbD) .



PMRM Methodology -

Use Case Description &
/ High-Level Privacy

Analysis
= Application and Business Process

Descriptions

= Applicable Privacy Policies

= Initial Privacy Impact or Other
Assessments

Risk and/or

Compliance
Assessment

Detailed Privacy Analysis
= Actors and Systems
. = Domains and Domain Owners

= Roles and Responsibilities
= Touch Points and Data Flows

= Incoming, Internally-Generated, and
/ Outgoing PI

= Inherited, Internal, and Exported

' Privacy Controls
Develop Privacy
Architecture

Technical Functionality &

Functional Services
Necessary to Support

Privacy Controls
- Agreement
= Usage

Business Processes Supporting
Selected Services

= VValidation

= Certification
= Enforcement
= Security

= Interaction

= Access
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