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Executive Summary 
The dissemination material and activities of the first 6 months of the PARIS project are 

presented.   
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1 Introduction 

The dissemination of information is a key requirement of the PARIS project.  PARIS research, 

development, and conclusions are valuable only if they are not shared with other projects, 

universities and companies.  PARIS has disseminated its information in the following ways: 

    

• Website: the PARIS website 

• Factsheets: A PARIS factsheet for general distribution  

• Project Presentation: slides for a general presentation of the PARIS project to be shown at 

conferences and workshops. 

• Flyer: documentation for general distribution 

• Storyboards: video for explaining the project on the web 

 

The following sections detail these activities and documents. 
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2 Website 

The PARIS website is found at www.paris-project.org. There are currently web pages for the 

following topics: 

• Home: General introduction to the project. 

• Project Overview: The methodological approach and theoretical framework. 

• News: Notable activities of members of the project. 

• Factsheet: The basic administrative details of the project. 

• Presentations: Papers presented in academic and industrial symposiums and conferences. 

• Publications: Papers published in professional and academic journals. 

• Deliverables: A list of TERESA deliverables, with the public ones available in a pdf file. 

• Consortium members: A list of the consortium members with links to their websites. 

• Contacts: Contact information for each partner of the project. 

• Links: Links to related projects and related information. 

 

The general look of the site layout is presented on the following page. 
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3 Factsheet 

A factsheet for general distribution was created with the target audiences of the general public 

and professionals in related domains. The factsheet has been updated during the project in 

order to match with current progress.  The following two pages present the content of the 

general PARIS factsheet. 
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4 Project Presentation 

A general slide presentation is available to all partners to show at meetings and conference in 

order to communicate the basic concepts and goals of the project. The presentation is 

continuously updated with the project results. 

The following pages present the contents of the PARIS slide presentation. 

PRIVACY PRESERVING INFRASTRUCTURE FOR SURVEILLANCE

Privacy Preserving Infrastructure

for Surveillance

The PARIS Project

 

Overview of the Project

� PrivAcy PReserving Infrastructure for Surveillance

� FP7 Project Funded (STREP)

� January 2013 – December 2015

� Budget: 4.7M€ (3.5M€ EC Funding)

January 2014 2
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� Academic Partners

� Austrian Institute of 

Technology (Austria)

� INRIA (France)

� Katholieke Universiteit 

Leuven: Interdisciplinary 

Center for Law & ICT

(Belgian)

� Univ. of Malaga (Spain)

� Univ. of Namur (Belgian)

� Industrial Partners

� Thales (France)

� Trialog (France) -

Coordinator

� Visual Tools (Spain)

Consortium

January 2014 3

 

Mission

� Define and demonstrate a methodological 
approach for the development of surveillance 
infrastructure which

� enforces the right of citizens for privacy, justice 
and freedom  

� takes into account the evolving nature of such 
rights, e.g. aspects that are acceptable today 
might not be acceptable in the future

� takes into account the socio-contextual and 
ethical nature of such rights, e.g. perception of 
such rights varies

January 2014 4
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Methodological Approach

� Based on two pillars:

� A theoretical framework

� reconciling surveillance and privacy/data protection

� integrating the concept of accountability 

� An associated process for the design of 

surveillance systems

� integrates from the start privacy (i.e. Privacy-by-Design)

� Integrates from the start accountability (i.e. 

Accountability-by-Design)

January 2014 5

 

Surveillance 

capability
Privacy Capabiliy

Accountability

Capabiliy

Surveillance 

Technology

Privacy

Enhancing

Technology

Accountability

Enforcement

Mechanisms

Legal

Reference

Socio-contextual

Reference

Ethical

Reference

Knowledge

for privacy –

public 

reconciliation

Theoretical Framework

(SALT Framework)

Requirements

Surveillance 

System

Associated

Process

(SALT
Compliant

Process)

Privacy

By Design

Accountability

By Design

The two Pillars

January 2014 6
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Objectives

� O1: Definition of SALT: a Socio-contextual, ethicAl, Legal and 
Technical framework

� for an evolving understanding of the balance between the concept of 
private (vs. public) in a surveillance system

� O2: Development of a SALT framework management tool

� digital reference and representation of a SALT framework

� includes mechanisms for creating and updating a SALT framework

� O3: Definition of a SALT compliant process for surveillance

� combines a reference SALT framework and processes for Privacy-by-
Design and Accountability-by-Design

� O4: Provide Evidence of the Value of SALT Compliant Process for 
Surveillance in Two Cases

� laboratory demo of video data lifecycle management based 
applications

� lab demo of biometrics based applications

January 2014 7

 

Issues

� Avoiding win/lose, either/or, unnecessary 
tradeoffs

� Integrating the multiple perceptions of privacy
� depends on socio-contextual and ethical factors

� depends on legislation/regulatory factors

� Evolution
� new technologies, online social media, mobile 

connectivity

� changing perception of privacy and surveillance

January 2014 8
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SALT

Socio-

contextual

ethicAl

LegalTechnological

� SALT frameworks
� Collection of concepts and 

overarching principles

� concerning privacy in 
public spaces

� that will be used as 
reference for the design 
of surveillance systems

� Includes Socio-contextual
ethicAl, Legal, Technical
viewpoints

� SALT frameworks
management
� Capability to customise and 

enhance SALT frameworks

January 2014

PARIS Main Concepts

9

 

SALT

Socio-
contextual 

ethicAl

LegalTechnoloical

� Rationale
� Integrate the socio-contextual 

and ethical perspective in the 
framework

� Take into account local 
perceptions of privacy & 
surveillance (country or regional 
level)

� Need for a reference that can be 
used for privacy impact 
assessment

� Needs
� Integrate framework concepts 

and principles emerging from 
specific socio-contextual  and 
ethical studies

� Provide features to update 
framework as privacy is better 
understood in a local context

January 2014

SA in the SALT Framework

Socio-contextual ethicAl

10
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SALT

Socio-
contextual 

ethicAl

LegalTechnological

� Rationale
� Integrate legal viewpoint on 

privacy & surveillance

� Take into account specific 
legislation on privacy & 
surveillance

� Need for a reference that can 
be used for privacy impact 
assessment

� Needs
� Integrate in framework 

concepts and principles 
emerging from legislation

� Provide features to update 
framework as legislation 
evolves

January 2014

L in the SALT Framework

Legal

11

 

SALT

Socio-
contextual 

ethicAl

LegalTechnological

� Rationale
� Integrate technology 

viewpoint on privacy & 
surveillance

� Need for a reference that can 
be used for privacy impact 
assessment

� Needs
� Integrate in framework 

concepts and principles 
emerging from technology 
status

� Provide features to update 
framework as technology 
evolves

January 2014

T in the SALT Framework

Technological

12
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SALT Framework in Practice

January 2014

SALTED (i.e. SALT-EnableD)

Surveillance System

define

represented by

SALT Experts

SALT Framework Reference

Surveillance System 

Developer

PARIS Engineering Process

define

follow

SALT Framework

Body of Knowledge
Surveillance & 

Privacy Policy makers

instantiate

use
SALT Framework Management 

Tool

Public Authority
Accountability 

Information

User Preference

System Specifications

End user (subject of 

surveillance)

Surveillance System 

Owner

produce

access

operate

use

Surveillance System 

Operator

define

create

Select & 

use

include

use

Informed of

access

access

13

 

For more information, visit the PARIS website:

www.paris-project.org

January 2014

Project Co-ordinator

Antonio Kung (Trialog)

antonio.kung@trialog.com

Technical Co-ordinator

Christophe Jouvray (Trialog)

christophe.jouvray@trialog.com

14
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5  Flyer 

A flyer has been also prepared. In particular, it has been distributed in CPDP 2015 (included in 

the conference bag). It consists in 4 pages summarizing the project. The following picture 

presents the flyer. 
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6 Storyboards 

In order to enhance the audience, the project has prepared some storyboards. It consists on 

videos on the following topics: 

• General. Presents the challenges and the contributions of the project 

• Tools. Presents the requirements and the targeted tools. 

The video are composed of slides with a narration explaining the slide. The video will be shown 

to the advisory boards and then published in you tube. The project will update these videos 

with the last results and will study if other topics must be addressed. The following subsections 

present the two storyboards. 

6.1 General Sotryboard 

PRIVACY PRESERVING INFRASTRUCTURE FOR SURVEILLANCE

PrivAcy PReserving Infrastructure for

Surveillance
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Surveillance Systems

 

Security 

needs

Surveillance 

systems

Security vs. Privacy
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PARIS Objective
Integrate Privacy-by-Design in Surveillance 

systems
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Challenge 1
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Challenge 2

Privacy 

needs

Security

needs

Surveillance

systems
GAPS

Multi

Disciplinary

Practice

Legal

Expert

Ethic

Expert

Designer

Social

Percep-

tion

change

Law 

change

Techno-

logies

change

Practices

change

 

PARIS Principles

� Principle 1: Multi-stakeholder Empowerment

� Principle 2: Concerted Impact Assessment

� Principle 3: Accountability to create trust
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Principle 1

Multi-stakeholder

empowerment

Surveillance

Data protection

Citizens

 

Principle 2

Concerted

Impact Assessment

Security Risks

Privacy Risks

Joint Impact Assessment

Proportionality
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Principle 3

Accountability to create trust

Surveillance

Systems

Transparency and

Auditability

Measures

 

PARIS Approach 

Repository
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SALT Framework

Socio-contextual

ethicAl

Legal

Technical
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PARIS Approach 

Socio-contextual

ethicAl

Legal
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Design and 

development

Deployment, 

operation, 
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Principle 1 Multi-stakeholder Empowerment
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Principle 1 Multi-stakeholder Empowerment

Questionnaires

References

Taxonomy
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Guided PIA
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Principle 2 Concerted Impact Assessment

Questionnaires

References
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SALT Framework
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Principle 3 Accountability to create trust
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Design and 
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Conclusion

� PARIS approach: SALT frameworks

� PARIS further contributions

� Toolset based on modelling techniques

� Use case on biometrics (use of body prints for 

securing access to buildings)

� Use case on video archive search 

 

For more information, visit the PARIS website:

www.paris-project.org

Project Co-ordinator

Antonio Kung (Trialog)

antonio.kung@trialog.com

Technical Co-ordinator

Christophe Jouvray (Trialog)

christophe.jouvray@trialog.com
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6.2 Tools Storyboard 

PRIVACY PRESERVING INFRASTRUCTURE FOR SURVEILLANCE

PrivAcy PReserving Infrastructure for

Surveillance

 

PARIS Approach 

Repository of knowledge:

SALT Framework
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Legal
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design

Surveillance 

systems
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PARIS Approach 
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PARIS Tools 
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PARIS Tools Challenges

Access

SALT

Framework

SALT Framework

Knowledge capture

Multiple

Frameworks

SALT Framework

Usage

SALT Framework

Management
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Reference Management

National 

obligations

Text of
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References
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Management

Viewpoint
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Taxonomy example

Surveillance 

system

Video

Surveillance 
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Taxonomy Management
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Application that uses biometric data in 
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PIA Questionnaire 

example

Questionnaire Management

On which legal 

ground you will be 

relying on as 

providing a 

legitimate basis for 

the implementation 

of the biometric 

system? 

Legitimacy

Reference

Management
The European Directive requires that 

personal data may be processed only under a 

limited and exhaustive list of circumstances 

that delineate the legitimate grounds for the 

processing of personal data.For three of 

these grounds (which are the more likely to 

concern stakeholders using the SALT 

framework), subquestions are drafted in 

order to help the relevant stakeholders to 

check whether or not the envisaged 

legitimate ground is likely to be valid. The 

draft questionnaire will take into account 

only three of the grounds. Are not 

considered here the processing of personal 

data for “compliance with a legal obligation” 

(Art. 7 (c)); processing “necessary to protect 

the vital interest of the data subject” (Art. 7 

(d)) and  processing “necessary for the 

performance of a task carried out in the 

public interest or in the exercise of official 

authority vested in the controller or in a 

third party to whom the data are disclosed” 

(Art. 7 (e)). 

Taxonomy

management

Biometric 

system

 

Questionnaire Management

Question 1

Question 2

Question 3a

Question 4a

Option A 

Question 3b

Question 4b

Question 5b

Option B 
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Design Management

Requirements

Design and 

development

Deployment, 

operation, 

maintenance

Retirement

Surveillance

System

Life Cycle

Questionnaire

Options
Decisions, 

Justifications

DocumentationQuestionnaire

Questionnaire

Completed

Work in progress

Not addressed

PIA Report

 

Governance Management

Repository

France, Video Surveillance,

2015, public space

Selection of references

SALT Framework creation
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Governance Management

Requirements

Design and 

development

Deployment, 

operation, 

maintenance

Retirement

Surveillance

System

Life Cycle

Option1:

Camera sends all 

data remotely

Assessment of 

Risk and Cost

Decision and 

Justification

Documentation

Camera in a 

street Option2:

Camera keeps 

date localy

Measure 

For minimization 

at cloud level

Measure for 

minimization at 

camera level

Risk X

Cost estimate A

Risk Y

Cost estimate B

PIA Report

 

For more information, visit the PARIS website:

www.paris-project.org

Project Co-ordinator

Antonio Kung (Trialog)

antonio.kung@trialog.com

Technical Co-ordinator

Christophe Jouvray (Trialog)

christophe.jouvray@trialog.com

 

 

 


